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O npoaykTe, KAtoyeBble GPyHKUMK

AHannTM4YeCKaa 4YacTb: NoAaKAtoYeHUe K M3, KommyTaTopam,
MmapuwpyTtmnsatopam, WAN- onTumusatopam u T.n.

- Ll,eHTpafII/I3OBaHHaFI BU3ya/InM3auna, ontTummsauyma, oueHKa
KOPPEKTHOCTU U 6e30nacHOCTU CETEBOTO A0CTYyMNa B CETU

SecureTrack

[lpoueccbl U aBTOMAaTM3aLUUA:

- Popmanmsauma npoueccosB AOCTyNa Ha OCHOBE 3aABOK
- ABTOMaTM3npoBaHHOE POPMUPOBAHUE U MPOABUIKEHUE
NpaBWA CETEBOro AOCTynNa

SecureChange

PaboTa c KNto4YeBbIMU NPUNOKEHUAMU OPTraHU3aLUN:

- 3aWmTa AOCTYyNa MexXay KOMMNOHEHTaMM, OT U A0

NPUNOXKEHUN
SecureApp



KntoueBble 0cOB6EHHOCTU M NO3ULMOHUPOBAHUE

v CeTeBble CTPYKTYPbl M CErMEHTbI C 060pyA0BaHMEM BEAYLLMX MUPOBbIX
nponsBoauTenemn

v' Ceptudukauma: He asnaetca aHTusmpycom, COB, M3. lymaem...

v' He TpebyeTca «nuncaTb KOHHEKTOPbI», BCe HE0bXoaMMOoe eCTb

v PbIHOK U1 cnpoc B Poccum ectb

=




B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

1 HaBeaeHue n NocToaHHOE noaadeprKkaHue NnopsaaKa B aMcCTax
noctyna (ACL) ceteBoro obopyaoBaHus

2 OueHKa 6e30MNacHOCTM U KOPPEKTHOCTU NpPaBUIa CETEBOTO
aoctyna O ero ¢pakTUYECKOro NpMMeHeHUsn

rRJUs K

3 ABTOMaTMYECKOE «MPOABMMKEHNE» NPaBua AOCTYNa B YCTPOMCTBA
Pa3HbIX NPOU3BOAUTENEIN COMNAaCHO TOMY, UTO Y¥Ke ecTb




B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

Kakum obpasom 310 genaem c peweHmnem ot Tufin?

YuutbiBaeT TOonoa0oruo, mapupyrbl, MHTepdeucol, 3oHbl, MPLS, NAT, VPN
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B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

Kakum obpasom 3To genaem c peweHuem ot Tufin?

* 3Haem apxXUTeKTypy, CMHTaKcuc u ctpoeHme ACL obopyagoBaHusa
* [loHMMaem ypoBeHb 0OBEKTOB (cepBUC, NPUNOKEHUEe, rpynna)
e CMOTpUM, KaKoU TPaPMK AEUCTBUTENBHO €CTb

5 W 1.1.1.5 B NewDest 2 ospr =] inside in  asdasd
6 « B8 35020024 B 54.0.2.0/24 icmp/0/1 w| inside in  zorik test1
7 4 5B All-IPv4-Addresses 192,168.120.98 2 TtFTP-UDP || inside in sds
TCP
— http
4t Ll * e @ * *
LANZ_172.16.2.0 = sky_192.168.3.70 Any — ftp Accept Log Any Any
(| a Trn ﬂ% - - *
Name Source Zone Destination Zone Source Address Source User Destination Address Application Service Action | Options Comment
1 | Oracle_36 z1 ral Dev_IF_Range Any Orace_server_36-1 oracle application-default & Access of Dev to Oracle
siebel-crm N X
2 | CRM_47 z1 z1 Dev_IP_Range Any CRM_Server_47-1 salesforce application-default ] Access from DEV to the CRM on 47
Orace_server_36-1 N
DMZ Any CRM Server a7-1 Any Any [ Protect Oracle and CRM

3 | Block_Critical_Apps any zl

[NpunoxkeHune




B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

Kakum obpasom 3To genaem c peweHuem ot Tufin?

Pacno3Haem PUCKU MO NPOTOKO/1IaM U NMPUNTOKEHUAM

100 | Internal-SMC

Risk Marne Type Ins
_I Telnet services can enter Internal and/or DMZ networks Risky rules 2
SMNMP services can enter Internal and/or DMZ networks Risky rules 1
IRC services can et Internal and/or DMZ networks Risky rules 1
Known P2P services can exit Internal and/or DMZ networks Risky rules 1
MMTP services can exit Internal and/or DMZ networks Risky rules 1
Any services can exit Internal and/or DMZ networks Risky rules 1
|:| Risky Microsoft services are allowed from DMZ networks to Internal networks Risky rules 1
[l DND canicar ars allmad fram DT natunrke tn Tntarnal netanrke Riclne rular 1

Show: Internal-SMC -

Standard

SOURCE DESTINATION A SERVICE ACTION TRACK INSTALL ON TIME COMMENT

Users access to

- i TCe
3 * A 2 * A
Users_192.168.0.0 M Lan i HTTE_and_HTTPS... @ Accept Log ] | the web

tufin \® NETwELL



B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

Kakum obpasom 3To genaem c peweHuem ot Tufin?

el i Echeck Point Best Practices

=

Firewall Gateway

- [¥] D Firewall Module Anti-spoofing Disabled
- [J] & Firewall Cluster Anti-spoofing Disabled
- [[] | External Management Access

- [[] AMax Number of Concurrent Connections

E Rule Base

- [¥] lUnnamed Rules

- [¥] ZlLong Rule Sections

- 7] & Rules Without Time Object

- [¥] DImplied RIP Accepted

- [J] dGlobal DNS UDP Enabled As The Rule Before Last

- [#] dGlobal DNS UDP Enabled In Either The First Or Last Rule
- [¥] dGlobal DNS TCP Enabled As The Rule Before Last

- [#] dGlobal NS TCP Enabled In Either The First Or Last Rule
- [ diGlobal ICMP Accepted

- [J]  Global Dynamic DHCP Accepted

- [] A Global Implied Log Disabled

- [J] dGlobal UDP Replies Accepted

- [ HMissing Stealth Rule

- [¥f] | Missing MNoisy Protocols Reject Rule

- [] | Mis=sing Standard Folicy At MDS

=

B

= Common Best Practices (for all firewall vendors)

ERME Baze
- [¥] M Missing Explicit Cleanup Rule

- [#] & Cleanup Rule not Tracked

- [¥] ZlUncommented Rules

-] 2 Rule Comments Format

- [¥] | Rules with Nao Log Tracking

- [F] B Permissive Rules With &ny in Source,Destination, Servic
- [¥] & Permissive Rules With Any in Two Fields
- [F]  Permissive Rules With &ny in One Field
- [¥] Rules With Many IP Addresses

- [F] 2 Rules with TCMP

- [¥] A Bidirectional Rules

- [7] 2 Rules With Groups

- [¥] & Inactive Rules

=N " . .
= D AiNaming Conventions

""" [ & Network Object Name Pattern Mismatch
= [¥] Dbjects Cleanup

- [¥] | Duplicate Services

- [¥#] | Duplicate Hosts

- [¥] | Duplicate Groups

- [¥f] | Empty Network Groups
- [¥] | Empty Service Groups

- [¥f] JUnattached Network Objects

OueHnBaem No H6a3e HapaboTaHHbIX FoJaMM NPAKTUK KOHPUTYpaLNA




B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

O6napan sbiwenpmseaeHHON MHGOPMaLUNEN:
* Cuctema 13 NPOCTOro 3anpoca No 3asaBke chopmupyeT NPaBuIO AOCTyNa

e [1nsa Cisco, Juniper, Checkpoint — cnctema moxet aBTOMaTUYECKU
nponucaTtb NpaBuna

- These changes are recornmended for your access request:

ISG-Bordeaux

ISG-Bordeaux

set address "DMZL" "Host 101005627 10,100,562 255.255.255.255

set address "LAMN1" "Host_10.0.05.20" 10.0.5.20 255.255.255.255

set policy id 2 from "DMZL" to "LANL" "Host_10,100.5.62" "Host_10.0.05.20" "HTTPS" permit log
set address "Untrust” "Host_10100.5.62" 10,100,562 255.255.255.255

set address "DMZL" "Host_10.0.05.20" 10.0.5.20 255,255,255 255

set policy id 3 from "Untrust” to "DMZ1" "Host 10.100.5.62" "Host_10.0,05.20" "HTTPS" permit log
set policy id 4 from "Untrust” to "LAN1" "Host 10.100.5.62" "Host_10.0.05.20" "HTTP5" permit log

tufin \® NETWELL



B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

dopmanmnzauma busHec-npoueayp no goctyny mexay 1T n Ub

1 A 2 '\ A 3 A'\ A 4 '\ A5 |

Mojaya 33K Ha 40Ty BWzHeC cornacogaHue TexHUYeCKUA gu3aiH > JueHka M of06peHHe no I.-"IE} EHegpeHWe NpaEna goctyna
[HaYanEHWE] /  (MT-nogpasaeneHme] /  (MT-nogpasgengHme]

Lar 3: TexHnyeckun amnsanH (UT-noapaspeneHue):

- 3agaem OTKyAda, Kyaa MU yTo
- ABTONPOBEPKA «ECTb NIN YXKe TAaKOW AOCTYN» U rae no uenoyke?
- [ln3anHep NOrMYecKoro A0CTyna: Kak M3MeHUTb 0O beKTbI, MPOBEPKA

no nonntukam UNb, 4yto N3ameHunTb

OTBEeYyaem TO/bKO 33 TO, 34 4YTO HeO6XO,£I,MMO
tufin



B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

dopmanmnzauma busHec-npoueayp no goctyny mexay 1T n Ub

1 A 2 "\ A 3 A"\ A 4 "\ A5 |

Mojaya 33K Ha 40Ty BWzHeC cornacogaHue TexHUYeCKUA gu3aiH OueHka 1 ogo6peHne no UMb EHegpeHWe NpaEna goctyna
[HaYanEHWE] (MT-nogpazaeneHKe] (MT-nogpazgeneHKe]

LLar 4: OueHka n opobpeHune no Ub:

- OueHKa B cooTBeTCTBMU € HA30M PUCKOB C Y4ETOM AM3aMNHA

- Bblgaya pe3ynbraToB NPOBEPKM N0 NoanuTUKam UMb (ans 30H,
CepBepoB M T.M.) A0 BHeAPEHUA

-  Bblpava yTBeprKaeHUA, nepegaya Ha 3Tan BHeApeHUA

OTBEeYyaem TO/bKO 33 TO, 34 4YTO HeO6XO,£I,MMO
tufin



B yem UEeHHOCTb peweHnsa Ana GUHAHCOBLIX OpraHM3aLmin’?

3aIJ.I,l/1Ta A0CTYyMNa K NpUAoKeHNAM, mexagy KOMNOHEHTAMMU

APPLICATIONS =+ MAATEXXHOE MPUNOXKEHUWE A

o
= =+
E Cepeep suirpyzin &e TCP1256 [E Basa gannenx Oracle
| Ready to cresteticket — Created Las
i | HauaneHoe nogknkoUyeHne
= - = =
E BxogHol wnwos P https E Web-wHTepdeic knneH...
E Readytocreateticket —  Created Las
il | 3anpocel Nnone3oBaTENE
. = =
E Web-unrepdeiic knnen... P sqlnetl-2 [E Basa gannenx Oracle
E P.EEG'_-,':C createticket  (Created Las

Onpeaenaem obbvekTbl (IP, npunoxKeHna, npoToKosbl, 06bEKTbI U3 Ha3bl)
ABTOMATUYECKM CO30a€ETCA 3aABKa C TpebyembiMKM NpaBuIamm

YcTaHaBAMBalOTCA NpaBuia U BedeTcA H36!’II-O,£I,€HM€
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