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Hackers Turn Remote Desktop Tools Into
| Gateways for Point-of-Sale Malware Attacks

By Brian Prince on July 31, 2014

CITADEL MALWARE VARIANT ALLOWS ATTACKERS REMOTE

ACCESS, EVEN AFTER REMOVAL v . S A /
T ey -~ CITADEL VARIANT ) IN ATTACKS AGAINST MIDDLE EASTERN

PETROCHEMICAL COMPANIES

4 Michael Mimoso "/low @mike_mimosc
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GameQOver Zeus — Alive, Dead & Resurrected

= Cutwall spam botnet distribution (Blackhole, Pony)
— Ransomware
— DDoS

= P2P infrastructure

= This became a HUGE BOTNET

. Operatlon Tovar Has CryptoLocker been cracked? Is
= And Gameover over?

Join thousands of others, and sign up for Naked Security’s newsletter

The R Register’

Et, Cryptography

44 DATACENTRE SOFTWARE NETWORKS SECURITY BUSINESS HARDWARE SCIENCE  BOOTHWOTES  WIDEQ  FORUMS  WEEKEMD EDITION

Insert coin to continue: GameOver Zeu$S Security
zombie MUTATES, shuffles back to its feet Related topics

Malware, Botnet, Zeus

You! Back from the undead again?

5

keeps track of what your computer is doing online
until you start some sort of financial fransaction.
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MobunbHble Yyrpo3bl — HOBbIE BEKTOPbI

= Knaccu4eckue yrposbl MUrpupoBan B MOOUbHbIE
TEXHOMOMW:

— Phishing
— BbiMoOratenbcTBo
— Overlay

# CryptoLocker

B [ ©

FEDERAL BUREAU OF
INVESTIGATION
P S oL =2 ot v )

term of five years.

FEDERAL BUREAU OF
INVESTIGATION
Your personal files are encrypted!
Your device was trying to access a
child pornography directory and has
been locked.

To help you make your payment faster
and totally anonymous to you, we
decided to accept vouchers that are
spread nationwide and can be

Your important fles encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personaly werify
this.
Encryption was produced Using a unique pubhc key RSA-2048 generated for this Everyday we are worki ng on blocki ng
computer. To decrypt files you need to obtain the private key. such sites and distribution of awful
The single copy of the private key, which wil alow you to decrypt the files, located materials, and it costs a lot to maintain
0N 3 secref sarver on the Internst; the server wil destroy the key after a time .
specified in this window, After that, nobody and never will be able to restare fies. . our operatlcr!s. . i
You are required to pay administrative
fees.
Watching, downloading and
possessing such horrific materials is
Any attempt to remove or damage this software will lead to the immediate hig hly pu nishable and will leave a Iong
destruction of the private key by server. N .

lasting effect on your friends and
relatives.

purchased in all major stores.

To obtain the private key for this computer, which will automaticaly decrypt files, you
need to pay 300 USD / 300 EUR [ similar amount in another cumency,

Click «Next» to select tha method of payment and the currency.

If we don't receive a payment within 48
hours vour information will he sent ta

Time left

95:56: 35
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» BpegoHocHoe O aganTnpyeTtcs K pbIHKY CpeacTB 3almThl

= KnbepnpecTynHMKM HaxoaAaT HOBble CcrnocoObl MpeodoneTb
KYINbTYPHbIE pa3nnymns

»[paHunL bornblue HET — reorpadumsa 1 TEXHONOMMm

=ENGLISH=
]

Greetings Dear visitors ar
We are the only (for a wh l G .“' Bac npuesetceyer Approve Call & Translation Service!
» 7 B

phiii AEHb, MOCNOAE MOLEHHKKK!)

those who work on asia n §
We can talk about advant
. Quite all material come -
2. Nothing about old hack 4 MNpeanarasm T MO NP ¥ Ha A3 ponbl Mo PEsNWYHBIM HaNpaeneHnaM, a HMeHHo:
" le:;d:::::::?a:: I!ZIL?_:'I.EE [ [ponsl, wonsl, BaHkK, 4, NOYTOBLIE CITY , BunnuHrm, Y W , OATHUHI np
. ARCHITECTOR
. ALL material is supplie '
. His main goal is to care
Valid goes to astronomic 1 EN AHrnwACo
7. 85% of the material h: DE HeMewukui
8. Bonuses, discounts anc ESP MicnaHckuid
IT MTan BAHCKWA
Worth noting some minor ? PT Mopryraneckmi
Therefore, all sales must . FR ®panuysckmi - No NpeAsapuTensHOMY 3aKasy
And a small pleasant retrn 2 RO PymMbiricicnii
We will not be able to sug

é M AOCTaTOYHO A8EHD HAE PRIHKE Np oH&@ M MHOMME KNHWEHTH COTRPYAHWYAT C HaMK HE nNep B roa.

B A8HHBIA MOMEHT np H Ha cneq LA

BIKY MPEACTAENEHE! M
- EU replace in 60min )
- ASIA/OTHER replace in ONBLIWM ONBToM pab

Ne change

DECLINE (05)** )
HOLD-CALL(04,07,41,43] ﬂ;ﬂ'::'r o
EXPIRED CARD (54)

OTHER: 52,39,53,15,78 C

** - except europe counti CepBnC OpMEHTHpOBaH Ha Eepony m paboraer npumepro c 11 go 21 MCK

Tak xe 3aHMMaeMcsH I'IPOCI)IECCIIOHBJ'II:HI:IIM nepesogomMm TEKCTOB C M Ha pa3JiM4HbI
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BOnHbI...

* MHOXXeCTBO nameHeHum speaoHocHoro MO ansa pasHbIX
oTpacrneu

= BOSHbI:
— HoBble aTtakm ¢ gpyrnx BeKTOpoB
— HoBble TexHonorum
— [eorpadous
— Kynbtypa
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[eononuTnyeckne n 3KOHOMMYeCckne N3MeHeHUS

= /I3amMeHeHna noBnmaroT Ha:

— Llenwu

— MeTogonorus

— Yrpo3bl

10
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BekTopbl ataku
HanpaerneHHocmb Ha OHauH rpurioXeHue Ul Kpocc-KaHallbHble amaku

ft

OHNavH — BaHk

3axeam cuemos, Kpocc
nepexeam HOBbIX  KaHaslbHbIE
yYyemHbix OaHHbIX  CXeMbl

duwuH2 U
MoweHHU4Yecmeo

Puck mobusnbHo20
MoweHHuU4Yecmeaa

= = '
&@l@_jﬂ 3 AymeHm. OaHHbIe,

Amaka WWw /mpaH3.uHd. )

KnueHT MolweHHUK
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PeweHune Trusteer gna 3awmTbl OT OHNAaWH-Ppoaa
MHmeeapuposaHHbie peuwleHusi pabomarowjue 8 pexxumMme pearibHo20 8pemMeHU
Or151 OH1alH U MobUIIbHO20 KaHaro8

OHnaH m BaHk

Trusteer Pinpoint Trusteer Mobile Trusteer Pinpoint
Malware Detection _ Risk Engine F Criminal Detection

0 O 3axeam cyemoe, Kpocc
Trusteer rnepexeam HOEbIX  KaHaslbHble
Trusteer Rapport .
PP VLRSIV yyemHbIX OaHHbIX — CXeMbl

duwuH2 U
MoweHHU4Yecmeo

Puck mobusnibHO20
MoweHHuU4Yecmeaa

Amaka 3 3 _AymeHm. OaHHbIeE, %
\_’\WXVLV// /mpaH3.uHep. m

3aKa3uyuk MoLweHHUK
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ApXnTeKkTypa npenoTepalleHna Kubep-npecTynneHnn
KomninekcHasi nnamagbopma Orisi 0bHapy»xeHus U ripedomepawieHusi MoweHHuU4Yecmea

Be3 ycTaHOBKU KJITMEHTCKOro NpuUnoXxeHus

Cybercrime *Trusteer Pinpoint Criminal Detection
Intelligence” =

Ob6HapyxeHue Ha ocHoge doKa3amesibcme roribIMOoK

Real-time threat data XULEHUS y4emHbIX 3anucel
from hundreds of millions of endpoints “Trusteer Pinpoint Malware Detection

ObHapyxeHue 8pedoHOCHO20 KoOa 8 pexume peasilbHo20
8pemMeHU

Customer Protection

o8 *Trusteer Mobile Risk Engine
.’ Ob6HapyxeHue puckog MouleHHuU4Yecmea co 83/10MaHHbIX
Trusteer Pinpoint  Trusteer Pinpoint Trusteer MOOUIbHbIX ycmpoucme u MOOUIIbHbIX yempoucme

Criminal Malware Mobile Risk
Detection Detection Engine MOWEHHUKO8

ellemtezs Fi%/) | YcTaHOBKa KINIMEHTCKOro peLueHus
' a8 *Trusteer Rapport
‘g IMpedomepauieHue ycmaHoeKu u ydaneHue 6pedoHOCHO20

Trusteer Trusteer Trusteer koda. ObHapyxeHue huliuH208bIX amak.
Rapport Mobile SDK Mobile Browser
Endpoint Security ) *Trusteer Mobile SDK
\-———’/ SDK 0nisi MoburbHbIX 6aHKOBCKUX MPUrioXeHuUU.
é éDD ObHapyxeHuUe CKoOMpomMemupoBaHHbIX ycmpoucma.
Retail Consumer Commercial *Trusteer Mobile Browser

SawuweHHbIl MoburbHbIU bpay3ep

15 © 2014 1BM Corporation
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Trusteer

Muccusna Trusteer — 3TO o6ecne4unTb KOMNaHUU, UX COTPYAHUKOB U KITUEHTOB

HauGonee 3hheKTUBHLIM pelleHUeM No 3awuTe oT KuGepnpecTynHOCTH,
KOTOpOE Nerko BHeAPATL, YNPaBnsTb U UCNONb30BaTh.

Customers

Bonee 400 6ankoB

Bonee 1 000 000 OOO koHTponupyembix ycTpicTs

[nybokasi akcnepTnsa B onHaHCoOBOM cekTope: 7/10 top US
banks, 9/10 top UK banks, 4/5 top Canadian banks, 2/4 top
Japanese banks

~

~
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EE-'lllilll-'nrlush § scotiabank T %% Ulster Bank Community
== w mﬂi'r imwinnk _Peoples , sy 5] Bank
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IBM Trusteer - pesynbraThl

Reduction in

Cross Channel Fraud
in 6 months

Reduction in
Risk Engine False Positives

Top 5 U.S. Bank

Top 5 U.K. Bank
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FIREWALLS, ENCRYIPTION,
ANTIVIRUS SOFTWARE , ETC -
AND IN THI9 CORNER,
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security

© Copyright IBM Corporation 2014. All rights reserved. The information contained in these materials is provided for informational purposes
only, and is provided AS IS without warranty of any kind, express or implied. I1BM shall not be responsible for any damages arising out of the use
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