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MobunbHoe yCTPOMNCTBO UCMOMb3yeTCH. ..

a
\_4

dannoodbmeH u
deTbMun? Ana Facebook
. n BKoHTakre? obnayHble
> 30% poauTenen ; )
XpaHunuwa“
NO3BOMAIOT AETAM
nonbL30BaTbCA ~70% B3pOCHAbIX 1 n3 5 coTpyaHUKoB
ycTpoucTBamm c Monb3yloTCA XpaHuUT
AOCTYMNOM K coumanbHbIMM KoprnopaTUBHbIe
KopnopaTUBHbIM ceTSMM AOKYMEHTbI B
AAHHbIM obnake
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ONLINE GAMES
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YI'PO3bl B MOOUNBHOM MuUpe CTaHOBATCSHA
Bce MHOITOYUCINEHHEE n CINOXHEE

11.6 MRAH.
MOOUNbHbIX YCTPOUCTB
2007 UHdULUpoOBaHO

UHdunumnpoBaHbl
nepBble iPhone

2008
MNMepBble Android

MepBble A .
«MOOUIbHbLIE» | . . .U
Bupycbl = QASY 20 oSl N R AT A (R

Bupycbl gna -~
SMS Trojans Android niOS - - Banking malware

” CABIR worm
uHpmuymposan Symbian OS
yepe3 Bluetooth
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XoTda 6bl 0AUH UHLUMAOEHT ...

x Konun4yecTtBo
COTPYAHUKOB ——

SHAHUUTEJNIBHOE uncroYI'PO3

B KOPMNOpaTUBHOW CETU
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4 cpakTa 0 3alLNLLEHHOCTU MODOUMbHbLIX YCTPOWCTB

dakT 1: ntoboe ycTpomncTao,
NOAKNIOYEHHOE K IHTEpHET,
B 30HE PUCKaA

PaKT 2: Ha MOBUIbHbIX
YCTPOMCTBAX HAXOAMTCA
KOHPUAEeHUMNaNbHaA
MHPOPMALMA, N OHUN NMELOT
AOCTYN B KOPNOPATUBHYIO CETb

®akKT 3: O4eHb MHOro pasINYHb
BEHA0POB N HULLIEBbLIX PeLUEHNM

dakKT 4: Knaccmyeckmne cpeacTaa
Endpoint Security Hea¢pPpeKTUBHbI
Ha MOBOUIbHbIX YCTPONCTBAX
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Mcnonb3yeMble cerogHa peLieHus
OCTaBNAOT AblPpbl B 6€30nMacHOCTHU

PeweHns MDM / MAM
cdpokycupoBaHbl Ha ynpaBlieHUn,
He Ha 3alunTe

He obecneunBaeTca 3awimnta
YCTPOWCTB N MPUSTOXKEHUI
OT BMPYCOB 1 aTakK

HeT 3awwmTbl AAHHbIX
npu nepegaye TpeTbUM
niuam unm cuctemam

CroxHoe ynpasrneHue,
HECKOJIbKO KOHCONMEWN

Kak 3aluTuTh MOOUIBbHbIE YCTPOUCTBA OT Yrpo3?
Kak 3alwnTnTb AaHHbIE NPU NX NepenaYvye Hapyxy?
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3awmuTa gaHHbIX

3awmta MoounbLHOro
yCTPOUCTBA
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MoOunbHbIe NOMNB30 efiv cerooHs —
HeoTbeMIieMadad Ya (ﬂn o] ok BHOU CeTun
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bornee Tpex net Check Point
paspabaTtbiBan 1 oTTadmBarn
TEXHOSOMNIo
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. cHeck POINTCAPSULE

DocSec
3awmuTta AaHHbIX

Workspace

U3onsauua kopnopaTMBHOM cpeabl

Cloud
3awuTta MOOUNbLHOro
ycTponcTBa
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SALUMLLEHHDbIU exon

Contacts nErKMM HOCTyn

K OU3HEC MPUNOXEHNAM

.

Notes

- Saved Files

TOJIbKO CITYXXEBHbIE
% Virtual Desktop HAH H bl E

By Vil Wordpad noJ, KopnopaTUBHBLIM KOHTposem!

é Web file download

3 World Clock

SALINILEHHOE «pacwunpeHue paboyen cpeabl»
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HE UCTMOJIb3YIOTCA
OTAENbHbIE Naponu

«MMPO3PAYHBLIN» gocTtyn Ans
R s CoshChart aBTOPU30BaHHbIX NOMb3oBaTenen

FPAHYIAPHBLIN koHTponb goctyna

§_Raymon d 15-Mar -510.00
9 Stephen Forte 18-Mar -$20.00
10 Tobin Titus 17-Mar $27.38

12

15

ﬁ

3allmTa KopnopaTUBHbLIX JOKYMEHTOB
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KopnopaTtnBHbI¥ W3

On Premise

Off Premise

Check Point Capsule

CkaHupyeT Becb Tpacumk B obrnake

Bawmuta MOBUJNIbHbLIX YCTPOUCTB
OT BMPYCOB, YTeYeK JaHHbIX U OPYTNX Yyrpo3
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_\

Internet

Roaming devices oz Check PoIr

B obnake

Becb UHTepHeT-TpadUK nonb3oBaTeNna MapLUpyTUIUpPYeTCa yepes
wnito3 Check Point B o6nake

TpadunK KOHTpONAMPYETCA NPOrPaMMHbIMU MOAYNAAMM

Check Point u HacTpanBaemou NOAUTUKOI 6e30nacHOCTH

Yrpo3bl 6e30nacHOCTM NpPeaoTBPALLAIOTCA A0 NONAAAHUA HA
YCTPOMUCTBO NONb30BaTeNA
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Check Point Capsule Cloud

S

-]

Application URL Anti-Bot Anti-Virus Threat
Control Filtering Emulation

Bce moaynu
Check Point
B JeNCTBUM

Security
as a Cloud

Service .

"8
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YUCBS

Wurerpatop CunbHbix PeweHni

ﬁ Check Point
Capsule Cloud

Qverview ’E!Iua Logs & Reports &% Users & Offices

W Download

Qverview Check Point Capsule Cloud Portal
Overview
- (= | + addwidger= T ViewFilter = $¥View Settings 4D Restore Defauits
General Activity
High Risk Applications Top Applications = T X Destinations Map 52 Y- # X || TopUsers = T X
High Risk Users
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NHTerpaumna ¢ kopnopatuBHbiM Check Point

Mo. MName Source  Destination Applications/Sites Action Track Install On

1  BlockHighriskapplicatiors | [%| Any " ZInternet € High Risk & Block 2 Log | Corporate-gw
%! High Risk Block =1 Cloud_Security_Gateway

2 Block malwares Any 3 Internet ‘@ Anonymizer ° Block @ Log Corporate-gw
X Blocked Message Cloud_Security_Gateway

3 | AllowFacebookonlyto HR 28 HR T3 Internet i Facebook @ﬂllnw 13 Log =3 Corporate-gw
Cloud_Security_Gateway

= v KOpnopaTuBHbLIN
- n::::m:'?ff-_ w3 Check Point
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Ckopo: Cloud Security ans yganeHHbIX opucos

Internet

Central
Security

Oduc B

[[onoBHOW odhuncC
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MoOunbHbIV

aoctyn + 3aliuuTta oT yrpos
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* O6bnaka — 310 byayuiee

* Bbl MOX<eTe NpoTecTupoBaTb

332 3 MUHYTbI Today’s Cloud is
Y
* 3a noaAePIKKOI tomorrow's LAN
obpauaiTech Join the revolution
B YLCB u Check Point
* Check Point |
cepbesHO UHBecTUpyeT Neatsun Ziv,
B Capsule Cloud Director, Secure Cloud, Check Point

U MUHBECTULUM
6yayt pactu B 2015 .
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Gartner: Mobile Data Protection. 2014

CHALLENGERS LEADERS
@ intel Security (McAfee)
Check Point Software Technologies
@ Sophos
. Symantec
T ‘ Microsoft . WinMagic
@ oen
[F1]
5 . Trend Micro -
o
’_
= CenterTools Wave Systems
= nc@pLavERS VISIONARIES
=T
COMPLETENESS OF VISION ~———>» As of September 2014

Source: Gartner (September2014)
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Cnacunbo 3a BHMMaHue!

Unba AbnoHKo, CISSP

MeHeKep No Pa3BUTUIO peLleHnn ceTeBoM Be3onacHOCTH
OO0 «YpanbCKM LEeHTP cuctem 6e3onacHOCTU»

+7 912 607 55 66

IYablonko@USSC.ru

www.USSC.ru VII Ypanbckuii hopym BalukopToCcTaH
www.arbornetworks.com NHdpopMmaumoHHas 6e3onacHOCTbL 6aHKOB 17 eBpansg 2015 r



