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Organization’s Geographic Information

N ETWORKS

60% | @ US and Canada
@ Western, Central and Eastern Europe (including Russia and Iceland)
500 Asia Pacific and Oceana
® Middle East and Africa
s . i
4004 @ Latin America
8 36% 0 37%
c
g
@ 30%
o 26%
=
g
5 20%
n 16%
1006 _9%—6%
I . Respondent Organization’s Primary Business Function
0%
Where Is your In what reglon(s) of the world ® 24% Tier 2/3 provider or regional ISP
organizatlon headquarters? does your network operate? ® 17% Enterprise
12% Other (not service provider)
10% Tier 1 service provider
@ 6% Educational/research
@ 6% Managed service provider
@ 5% Hosting/data center/co-location services
@ 5% Government
5% Mobile service provider
5% Cloud service provider
2% Other (service provider)
1% Wireline broadband (MSO, DSL, etc.)
@ 1% CDN/content delivery
@ 1% DNS registrar/DNS service provider
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Attack Target Customer Vertical

60%

500

40%

30%

20%

Survey Respondents

100%

0%

www.USSC.ru
www.arbornetworks.com

VII Ypanbckuin popym
NHdopmMaunoHHas 6e3onacHoCcTb 6aHKOB

ARBOR

N ETWORKS

® 53%
7 35%
® 34%
7, 30%
29%
28%
® 24%
7 13%
® 1%
7 9%
8%
6%
® 6%

End-user/subscriber
E-commerce
Government

Gaming

Financial services
Hosting

Education

Gambling
Healthcare

Utilities

Law enforcement agency

Manufacturing
Other
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Survey Peak Attack Size Year Over Year
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DDoS Attack Duration Breakout

" Less than 30 minutes
© 31-59 minutes

@® 1-3 hours <1
@ 3-6 hours O 4 QO‘I 4 2| Yo
® 6-12 hours

@® 12-24 hours
* More than 24 hours

81%
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Attack Frequency, Per Month

® 6% 0
® 40% 1-10
¢ 16% 11-20
7% 21-50
® 9% 51-100
9% 101-500
@® 13% More than 500
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DDoS Attack Types

70% @ 65% Volumetric
O 20% State-exhaustion
17% Application-layer

60%

50%

40%

30%

Survey Respondents

20%

10%

0%
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Protocols Used for Reflection/Amplification

90% ® 81% DNS

'/
80% 7 71% NTP

® 31% SNMP
70% % 31% CharGEN
60% 26% SSDP

10% Not applicable
0

50% ® 4% QOTD

40%

309

Survey Respondents

20%

10%

0%
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Targets of Application-Layer Attacks

80% ® 75% HTTP
7, 75% DNS
70%
© 47% HTTPS
60% % 22% SMTP
= 10% Not applicable
g 0% 9% SIP/VolP
o
=3 @ 8% IRC
o 40% )
= % 10% Other
g 30%
3
&
20%
10% 7
0% - A
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Threat Detection Tools

90% ® 81% NetFlow-based analyzers (e.g. Peakflow SP)
7, 70% Firewall logs

80%
@ 59% IDS/IPS
70% % 53% SNMP-based tools
% 60% 53% Performance management/monitoring solutions
T 50% Customer call/help desk ticket
0 |
§ 50% ® 40% Security Information and Event Management
. 40% || (SIEM) platforms
g? 7, 40% In-house developed scripts/tools
‘?, 30% [ @ 35% Inline DDoS detection/mitigation system
2006 B (e.g. Pravail APS)
% 1% Other
10% |
0%

www.USSC.ru VII Ypanbckuii hopym BalKopTocTaH
www.arbornetworks.com NHdopMaunoHHasa 6e3onacHOCTb 6aHKOB 17 peBpang 2015 r



y c PP  VYpanbckui yeHTp cuctem 6esonacHocTu

TexHonorumu 3alnThl 6u3Heca
Wurerpatop CunbHbix Pemenmq Aynurt. lNpoekTuposanue. Buegpenune. ConpoBoxaeHue.

Effectiveness of Threat Detection Tools

9 2.75
3.59
4.02
4.38
4.80
5.43
® 559
% 6.78

® 765

8

SON0

Average Ranking of Survey Respondents
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Customer call/help desk ticket

SIEM

Performance management/monitoring solutions
Firewall logs

In-house developed scripts/tools

IDS/IPS

SNMP-based tools

Inline DDoS detection/mitigation system

NetFlow-based analyzers
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Attack Mitigation Techniques

ARBOR
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80% ® 70% Intelligent DDoS mitigation systems (IDMS)
such as Arbor Peakflow or Pravail APS

70% 7, 63% Access Control Lists (ACLs)

60 @ 43% Destination-based remote triggered
B ° blackhole (D/RTBH)
§ 50% %, 40% Firewall (including WAF, Next Gen)
5 31% IPS
a
A 40% 27% Source-based remote triggerd blackhold (S/RTBH)
@
u:f 30% @ 24% Load balancer
USJ 7, 11% FlowSpec

20% - @® 9% Managed security service provider

/ 7 8% Content Delivery Network (CDN)
0 | -
10% % . 7 6% DPI systems
0% A A 3% None

www.USSC.ru VII Ypanbckuit dopym BalukopTocTaH
www.arbornetworks.com NHdopMaunoHHasa 6e3onacHOCTb 6aHKOB 17 peBpang 2015 r



VYpanbckui ueHTp cuctem 6esonacHocTu

TexHonoruu 3alnThl 6usHeca
Aypur. llpoektupoBanue. Bueapenue. ConposoxeHue.

YUCBS

Wurerpatop CunbHbix PeweHni

Time to Mitigate

® 16%
O 23%
O 29%

14%
® 1%
® 7%
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Automatically through scripts/tools

Less than 10 minutes

More than 10 minutes but less than 20 minutes
More than 20 minutes but less than 30 minutes
More than 30 minutes

We do not mitigate attacks
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v YacTtoTa HabntogeHnsa atak Bbipocria rno CpaBHEHUIO C MPOLUSbLIM rO4oM
v ATaku npotuB KnmeHToB (Customers) ABNSAOTCSA OCHOBHOM Yrpo30M 451 onepaTtopoB CBA3N

v Reflection/Amplification TexHonoruu nNpoaoskarT NCNOSb30BaTbCA A4 3anycka 0onbLnX
atak. Pasmep atak goctur 400 '6ut/c, B 2014 1. Habntoganock okono 10 atak > 100 6uT/c

v Okono 65% atak - Volumetric, HO no4YTK Bce pecnoHaeHTbl Habnoganu Application ataku

v Application ataku coctaenstoT 29% no HabnogeHusam Customers, n Bcero 17% no obLien
CTaTUCTUKE; 3TO O3HAYaET UTO onepaTopbl CBA3U He BbIABAAIOT MHorne Application ataku

v 42% pecnoHOeHTOB Habnogany ataku Ha cepBUCHI, Ucnonb3yowme wncgppoBaHue
v Csblwe Tpetn LUOA ctankmBanuck ¢ DDoS-atakamu, nepenonHaioWmMMmn KaHarbl CBA3N
v Firewall, Application Firewall n IPS ocTatotca Hanbonee nonynsipHbIMKU CpeacTBamMu 3allunThbI

LIOL, ogHako HabntogaeTtcs pocT ucnonb3oBanus IDMS (Intelligent DDoS Mitigation System)

(C) Worldwide Infrastructure Security Report. Arbor Networks, 2015

www.USSC.ru VII Ypanbckuii hopym BallKopTOoCTaH
www.arbornetworks.com NHdpopMmaumoHHas 6e3onacHOCTbL 6aHKOB 17 dpeBpansg 2015 r



y CB VYpanbCKuit UeHTp cuctem 6esonacHocTu |
TexHonoruu 3awuTel 6usHeca l

Wnurerpatop Cunshbix Pewennin  AyauT. [lpoekTuposanue. Buegpenue. ConposoxeHue.

v Haunbornee adpdeKTNBHLIMU N pacrnpoCTpaHEHHbLIMU CpeacTBaMn OOHapPYXXeHUs1 OCTaroTCA
Netflow aHanusaTopsbl, Firewall logs BTOpbIe NO NONYNSAPHOCTU, HO LLIECTbIE N0 3PEKTUBHOCTH

v Bnepsble cuctemsbl IDMS (Intelligent DDoS Mitigation System) 3aHanu nepsoe MecTo Mo
pacnpocTpaHeHHOCTU cpean cpeacTte comnerpaumm DDoS, obonasa mexceTeBble aKpaHbl

v Konn4yecTtBo opraHu3aumm, UCNONb3YOLWKNX TEXHONOMMN aHTUCNYdIMHIa Ha rpaHuLe cetu,
ymeHbLunnock ¢ 50% no 33% - ato obneryaet 3anyck DDoS-atak

v OTHOCUTENbHO HEBONbLLOE YNCNO OpraHn3aumi yoensoT BHAMaHWE 3alumiieHHocTn DNS, 1 nx
0onsa He MeHseTcs

v PacTteTt Konm4ecTtBO pecrnoHOeHTOB, CMOCOBOHLIX ornepaTuBHO (3a 20 MUHYT) nogaBuTb DDOS-
ataku: B 2013 rogy ato 60%, B 2014 — 68%

(C) Worldwide Infrastructure Security Report. Arbor Networks, 2015
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ARBOR *** radware

N ETWORKS

2325 PICO CDT

(3 Check Point

SOFTWARE TECHNOLOGIES LTD.

KASPER§KY?3 BIFIT ARBOR
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Cisco Clean Pipes

= B 2010 Cisco aHoHcupoBarna 3akpbiTve nuHeek Cisco

Guard 1 Anomaly Detector. 'é||'§élc'>'

= CiSCO nperoxuna CBoOUM 3akasymkam UCnonb30oBaThb "
pewweHnsa Arbor Networks Peakflow SP ARBOR

= Clean Pipes 2.0 — Cisco oTTecTMpoBarna n nposepuna

peLuenwsi Arbor. prot o Gonept L

= KomnaHua Cisco Takke ncrnonbayet peweHna Arbor S
Networks Ans 3almTbl CBOMX CETeN:
http://www.cisco.com/web/about/ciscoitatwork/network_s = wﬁmw
ystems/network_data_monitoring_and_reporting_web.ht S —
mi

http://www.arbornetworks.com/cleanpipes
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Active Threat Level Analysis System Bosee 300 onepamopos
mMupa npedocmasssom
OdaHHble 011 aHanu3a

® G = G =
A’ I ' I A S ﬁé &3% mpacgpuka 120 Téum/cek
- T i
“ﬁfmﬁ Peakflow SP “ﬁ%ﬂ Peakflow SP
ISP Network
DARKNET
ﬁ ﬁ ATLAS SENSOR :wju:t :
o e oot 5
hﬁ?‘%ﬁ Peakflow SP “ﬁé«wﬁ Peakflow SP Q@?ﬂwﬂ Peakflow SP Q@ﬁ%ﬂ Peakflow SP
ISP Network ISP Network

DARKNET DARKNET

ATLAS SENSOR ATLAS SENSOR

0 CeHcopbl cnctem ATLAS pacnonorKeHbl B ceTn
WMHTEpPHET A1a 0bHapyKeHna N KnaccudumKaumm
aTak

ATLAS DATA CENTER
(2] NHbopmauma otnpasnsetca B ATLAS central
repository rae o6beanHAETCA C AaHHbIMK Q Q Q

nosly4eHHbIMW OT UHcTannauma Arbor Peakflow u
APYTMIMU SaHHBIMM

ATLAS ANALYSIS SYSTEMS
9 KomaHpaa ASERT aHanusupyeT gaHHble U CO34aET

ARBOR SERT

Security Engineering & Response Team
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DDoS ataku B Poccuum

v 1-bii kBapTan 2014
v Konunyectso aTtak — 10622

v CamMble MOLLHble aTaku — 124,9 Féut/cek n 33,4 Mnaketos/ceK

v 2-n KkBapTtan 2014
v KonunyecTtBo atak — 9296

v Camble mowHble aTakm — 83,025 out/cek n 25,3 Mnaketo/cek

v 3-n kBapTtan 2014
v KonnyectBo atak — 8093

v Camble mowHble aTtakm — 121,3 Nout/cek n 50,0 MnakeTtos/cek

v 4-n kBaptan 2014
v Konun4yectBo atak — 14600
v Camble MmowHble aTakm — 64,045 out/cek n 92,91 Mnaketos/cek
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Active Threat Level Analysis System

Cepsuc Beta Bot — A Code Review
nposaiiaepbl

Honeypots & Security
SPAM Traps Community

Introduction

The basics on Beta Bot was covered by Limor Kessem on the RSA blog. As a quick feature sum-

mary:

ol

o

lowe 5P

ARBOR Peakf

- A

MOST RELIABLE BOT!

“NMecoyHunuya uns

100,000+
B"pTya"',be'x BpesoHOCHbIX nporpamm B
MalKnH" 3anycKaeT feHb

BPEAOHOCHDIN Ko,
(MLLeT KoMaHAHbBIN LEeHTP
cetn 6OTHET, OTCNEeXMBAET
OTK/IOHEHUSA U ¥
3aKOHOMEPHOCTU CETEBOTO
noeseaeHun Koaa)

“Fingerprint”

Ot4yét n PCAP dannbl MocToAHHaA aHaNUTMKa 24 vaca B
coxpaHatoTca B 6base CYTKM ANA co3gaHms 6a3bl 4aHHbIX
CUrHaTYp
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[Monntnkm ATLAS Intelligence Feed (AlF)

1.0

0.8
0.6

0.4

0.2

/

emerging_fakeav drop M phishing | exe_source Ml zeus M banking_norman M blackhole M citadel_krebs
M compromised M pws_norman drivebysrc downloader_norman Il cnc

0.0

Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun

¥ emerging_fakeav ¥ drop ™ phishing © exe_source ™ zeus ¥ banking norman & blackhole ¥ citadel_krebs
 compromised # pws_norman & drivebysrc @ downloader_ norman & ecnc

- UHpekc goBepus xapakTepusyeT y4acTHUKOB rnobanbHou cetn MHTepHeT B npuBA3ske K IP
agpecam, OMEHHbIM UMEeHaM M Ucnonb3yeTca Ans (oopMUpoBaHMA NONMUTUK 6e30MacHOCTH

- BepoATHOCTb GNIOKUPOBKMU Pa3nNYHbIX 06 bEKTOB B MHTEpPHET MOXET U3MEHSATLCA CO BpeMeHeM

- YpoBeHb [OBepus 3aBUCUT OT 3110BPe4HON aKTUBHOCTU XOCTOB
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KomMnnekcHbIN noaxon K COBPpeMEHHbIM yrpo3am

Pravail APS, NSI, SA ->
UoeHTndukaumsn:
Onpepenutb aHOManbHbIN
TpaduK NN noao3puUTesibHyO
dKTUBHOCTb.

Pravail APS -> [leuctBue:

3abnokupoBaTb aTtaky Ha rpaHuLe
ceTu Unun B «obnakey.

Pravail APS, NSI, SA ->
NMoHuMaHue:

MpoBeneHne onepaTuUBHbIX
paccregoBaHuii 1 NOHUMaHue B
aetansx atakum U NPUYNHEHHOIO

ywepba.
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www.arbornetworks.com

YctaHosneH y 100% Tier-1 u'y 60% Tier-2 onepaTopoB CBA3N B MUpPE
Camas bonblwas 6asa 3HaHunm o DDoS-atakax - ATLAS
[Ba pelwenus: Peakflow n Pravail (ans ISP n Enterprise), + Cloud Signalling

3awmTa ot DDOS arak Ha pa3nunyHble MPOTOKONbI U NPUSIOXKEHUSA, B TOM YUCIIE
OT aTak BHYTpu SSL

AnnapaTHoe pes3epBupoBaHue (brioku nutaHus, nHtTepdencel ByPass, anckn RAID)
Mopnepxka RFC 5575 (FlowSpec)

[Ona pabotel Peakflow 1 Pravail cummeTpuyHoCTb Tpaduka He TpebyeTcs

Arbor Pravail paboTtaet Ha L2 - He TpebyeTca U3MEHEHNe TOMNonornm ceTu
Stateless pexum — Pravail Heya3Bum K State Exhausting atakam

brniokmposka no GEO IP, aHanusatop naketoB, aHanu3atop apPeKkTUBHOCTU
NPOTUBOMEP, PYCCKOA3bLIYHLIM MHTEPdIENC
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PocTtenekom: nogcncremMma aHanusa tpaguka

OnepaTtopbl U aAMUHUCTPATOPbLI CUCTEMBI

Kk 19

OCHOBHOW UgHTP “ | s e PeaepBHuu LeHTp
ynpasenexus Y i yrpaBneHns

&J’E

 Ananus >2 Tout/c Tpadpuka

* AHanus Tpaduka
>300 Marucrpa/ibHbIX

MapuIpyTU3aTOPOB
—  AHnanus IPv6
y PacnpepenenHan
CEThb KOMMNEKTOROS
g e Hcnosab3oBaHue
Yaen I'ILX)TMBD,.'JGR[:’TEHHPGS/ 'J," .'I: ‘, = 7= M Arb Or Peakﬂ OW
_en I'IpDTH?QﬁéICTBHﬁ DoS .'I: | . .

— ] [ N

W, d \ GQ

1L \ ..1..-

/ P \
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o3 AN (S2)
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. m " P i Total bps : etwor umimanry Apr 2014
. ______
—————— - Netflow/Cflowd, BGP u SNMP
R, > Mepepasa uHdopmauny eHyTpu uT]gno 2100 7300 100 300 500 o0 goo 1]o0 ]300 1500 1700
komnnexca Peakflow SP Tue 8

—— > Tonba0BaTensCKMi AOCTYN I TOTAL — N —our — MULTICAST
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PocTtenekom: nogcucrema o4UCTKN Tpadumka

* 2 LleHTpa OYMCTKHU TpadHKa

* [IpousBoguUTE/NLHOCTD
- TOYHOU QUJIBTPALUHU
........ i O Ha Arbor Peakflow TMS

160 I'ouTt/c
e JleJIOHMPOBaHHAsA QUAbTPALUA:

2-0M w
st B3auMozelictBue Arbor Peakflow

no npotokoJy Flowspec c
rpaHUYHbIMH MapUIPpyTU3aTOPaAMU
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Poctenekom: Cloud Signalling

CepBuC KNMeHTa noa aTakou
(6e3 yqacTua onepaTopcKoro KoMnnekca
3awuTel oT DDOS aTtak)

CepBuWC KNUEHTa noA 3aWuTon
(c yqacTuem onepaTopcKoro KOMnnekca
3awmTel oT DDoS artak)

Nonb3oeaTtensckuin Tpaduk pabotaeT

Oneparopcsmin
KOMI/IEKE 33UUTLI OF
DDeoS arax

IPIMPLS cetb
QAO «Pocrenekoms

KNnnenTekos yeTposcTao

KNUeHTCKoe yeTpoRCTBO
aawmTe ot DDOS arak

3awmTel o1 DDOS aTax

i ) i |
" i OumcTra Tpacuka E E
O6pawueiive k ' ' onepatopckum | !
oneparopcxomy i 1 KOMMIEKCOM 33LUNTHI! !
KOMNNEKCY 3aLMATHl | Firewall/IPS : : Firewall/IPS |
(Cloud-signaling) E | ; 3 ! |
- 1 I N ' 1 e
S— H I s ame s awe o ama e ama - N\ : : ~
ATaKyIowmn Tpark - i | Nononuurensuan onuma ' ! ATakyiowmi Tpadik
— E MyBnuakbe cepsepa 1 RS s - MyBnnunsie cepsepa i S
MNons3oearenscxni faa Knuenra -al | I/ ln Knuenra -~ Monb3osatensekn
Tpadmk v Tpadmx
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Poctenekom 06e3 Arbor Pravall

v He peTekTupyrotcsa HebonbLwwuMe ataku n Application ataku
(MOHUTOPUHI cemnninpoBaHHoro Netflow)

v 3aKa34yuK He umeeT nHTepdenc ynpaBneHUs CUCTEMOU OUYNCTKM,
TONBLKO MOHUTOPUHT (OpraHMU3aunOHHbIE OrpaHNYEHNS)

Poctenekom + Arbor Pravalil

v 3aKas4ynK NOFIHOCTbIO yNpaBnsAeT NOSIMTUKOU U HAaCTPOUKaMM 3aLUUTbI

v PunbTpyroTca Bce BUAbI atak: Application, State-Exhausting, Volumetric

v 3awumTta oT Volumetric atak nboro pasmepa
(orpaHnyMBaeTCcs NPOM3BOANTENBHOCTLIO NOAKNIYEHNN PocTenekoma)

v 3awuTa OT aTak aBToMaTu4yeckasi — HET Py4YHOro CorfiacoBaHnsa Mexay
3aKas34MKoMm 1 npoBangepom
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Cnacunbo 3a BHMMaHue!

Unba A6noHKo, CISSP AneKkceun Xonmos
MEHeAKep Mo Pa3BUTUIO PELLEHUN CuctemHbin nHxenep, RCIS
ceTeBoM 6e3onacHoOCTH Arbor Networks EMEA
000 «YLCB» +7916 67178 38
+7 912 607 55 66 akholmov@arbor.net

lYablonko@USSC.ru
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