
ç˻ ͨ͊ͫͤ͊Ύ ͪ͊ͪ͊͋ͦͭ͊͘͟Φ ˨ͦͪͦ͗ͤ͊Ύ ͊ͪͭ͊͟ 
͍͙͔͙͒͗ͤΎ ͟ ͊ͭ͊ͫͭͪͦ͟ͺ͔è  

ʇʨʘʢʪʠʢʘ ʚʥʝʜʨʝʥʠʷ ʚ ʦʨʛʘʥʠʟʘʮʠʷʭ ʮʠʢʣʘ ʙʝʟʦʧʘʩʥʦʡ 
ʨʘʟʨʘʙʦʪʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

˴͊;͙͊ͤ͡ ˢ͔͔͚ͫ͟͡ 

˭͊ͣΦ ˥͔͔ͤͪ͊͡Έ͎ͤͦͦ ͙͔͒ͪͭͦͪ͊͟ 

˭ˢ˻ ζ˽ ͔͔͙͍ͪͫͨͭͤ͟·͚ ͙͙͎ͣͦͤͭͦͪͤη 



˻ ͤ͊΄͙ͻ ͪ͊͋ͦͭ͊ͻ ͨͦ ͔͔ͭͣ 

Åˮ ͔ͤͫͭͪͯͣͤͭ͊͡Έͤ·͚ ͙͊ͤ͊͘͡ ˽˻ ͙ ˮ˿ 

Å˿  нлмн ͎ͦ͒͊ ς ͪ ͔͊͋ͦͭ͊ͣ ͨͦ ͍͔͙ͤ͊ͨͪ͊ͤ͡Ό 
͍ͨͦ·΄͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

Å˽͙͙͔ͪͤͣ͊ͣ ͯ;͙͔͊ͫͭ ͍ ͔ͪ͊͋ͦͭ ˥˴ ͫ 
͔͎ͪͯ͡Ύ͙ͭͦͪ͊ͣ 

ï̅ ˿́̏˴Υ ͔͍͙ͭͪ͋ͦ͊ͤΎ ͟ ˿˭ˮ ͙ ˮˣ ͨ͊ͭ͡ͺͦͪͣΣ ͋͊͊͘ 
͎ͯͪͦ͘Σ ͔͋ͦͨ͊ͫͤ͊͘Ύ ͪ͊ͪ͊͋ͦͭ͊͘͟ 

ï̅ ˿ˣΥ ˿˻˽˴ˢ 



ˣ͔ͦͨ͊ͫͤ͊͘Ύ ͪ͊ͪ͊͋ͦͭ͊͘͟Υ  
Ήͭ͊ͨ· ͙ͦͫͦͤ͊ͤ͘Ύ ͔ͨͪͦ͋ͣ͡ 

Ç  ˸ ͙͙͎ͦͤͭͦͪͤ ͙ ͔͎͙͍͙͔ͪ͊ͪͦ͊ͤ 

Ç  ˽ ͍͔ͪͦͪ͊͟ ͙ ͍·ͨͯͫ͟ ͨͪͦ͒ͯͭ͊͟ 

Ç  ˾ ͊ͪ͊͋ͦͭ͊͘͟ 

Ç  ˽ ͔͙͍͙͔ͪͦͭͪͦ͊ͤ͟ 

Ç  ́ ͔͍͙ͪ͋ͦ͊ͤΎ 

Ç  ˽ ͎͍ͦ͒ͦͭͦ͊͟ ͦͣ͊ͤ͒͟· 

Ç  ʕ ͔͔͙͔ͤ͒ͪͤ ͼ͙͊͟͡ ͔͚͋ͦͨ͊ͫͤͦ͘ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 



͎̊͊ мΦ ́͊͊͟Ύ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͔ͤ ͤͯ͗ͤ͊ 
нлмл ͎ͦ͒Φ ͔̏ͫͨͪͭ͟ ͨͦ ˮˣκ͍͔͍͙ͫͦͦͭͭͫͭΌ ͔͍͙ͭͪ͋ͦ͊ͤΎͣΥ 

ζΧ ͪ͊͋ͦͭ· ͨͦ ͙͔ͤͫͭͪͯͣͤͭ͊͡Έͤͦͣͯ ͙͊ͤ͊ͯ͘͡ ͔ͤ ͋ͯ͒ͯͭ 
͍͔͍ͦͫͭͪ͋ͦ͊ͤ·Σ ͔ͤͭ ͙ͭ͊͟ͻ ͔͍͙͚ͭͪ͋ͦ͊ͤ ͯ ͔͎ͪͯ͡Ύ͍ͭͦͪͦη 
 

Å̅˿́̏˴Υ ͦ ͔͚͋ͦͨ͊ͫͤͦ͘ ͔ͪ͊ͪ͊͋ͦͭ͘͟ 
Åζˣ͙͊ͤ͟ ͋ͯ͒ͯͭ ͔͙ͫͭͪͣͭΈͫΎ ͙͙͙͍ͦͨͭͣͪͦ͊ͭ͘Έ 
ͪ͊ͫͻͦ͒·Σ ͊ ͫ͊ͣ·͚ ͙ͦͨͭͣ͊͡Έͤ·͚ ͫͨͦͫͦ͋ ς 
͍·͍͔͙ͫͭ ͔ͦͨͪ͊ͼ͙͙ ͍ ˮ͔͔ͤͭͪͤͭη 

Åζˢ͙ͤ͊͘͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ˽˻ - ͦ ͒ͤͦ ͙ ͘
͔͎ͤͣͤͦͦ ͊͘ ;ͭͦ ͍ ͙͙ͪͫ͘͟ ͙͋͊ͤ͟  
͋ͯ͒ͯͭ ͎͍ͦͭͦ· ͙ͨ͊ͭͭ͡Έη 

͔͍̅ͪ͊͡Έ нлмрΦ ˴ͦͤͺ͔͔ͪͤͼ͙Ύ ˮˣ ˣ͍͊ͤͦ͟ 



ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͙ͪ͊ͪ͊͋ͦͭ͘͟ - ͭ ͔͍͙͔ͪ͋ͦ͊ͤ ͪ·ͤ͊͟ 

Å̂Ύ͍͙͙ͣͦͫͭ͘ ͙ ͙ͤͼ͙͔͒ͤͭ· ˮˣ  
ï˾͔ͨͯͭ͊ͼ͙Ύ ͔͍ͤͦͣͦ͗ͤͦ͘ ͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ 
ͪ͊ͫͪ͟·͙͔ͭ ͙ͤͺͦͪͣ͊ͼ͙͙ 

ï˾͊ͫͪ͟·͙͔ͭ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͯΎ͍͙ͣͦͫͭ͘Ύͻ 
͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͔͍ͦͣͨͦͤͤͭͦ͟ 

ï˻͋ͪ͊΅͔͙ͤΎ ͟ ͔͎ͪͯ͡Ύͭͦͪͯ ͫ ͍͙ͦͨͪͦͫ͊ͣ ͦͭ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 

Å˹͔ͦ͋ͻ͙ͦ͒ͣͦͫͭΈ ͔ͪ͊͟ͼ͙͙ 
ïˤ͙͔͚͍͙͔͊ͣͦ͒ͫͭ͘ ͫ ζ͊ͭ͊ͯ͟Ό΅͙ͣη 
ͫͦͦ͋΅͔͍ͫͭͦͣ 

Ǻ͔͍͙ͪ͋ͦ͊ͤΎ ˹˽ˢ ͙ ͔͎ͪͯ͡Ύ͍ͭͦͪͦ 
Ǻ͔͍͙ͪ͋ͦ͊ͤΎ о-͙ͻ ͙͡ͼ ͨͦ ͎͙͊ͪ͊ͤͭΎͣ ˮˣ  



͎̊͊ 2Φ ˿͍͔͍͙͔ͦͦͭͭͫͭ ͊͟͟ ͫ͊ͣͦͼ͔͡Έ 

ζ˽͙ͪ ͍·͔͙͙ͨͦͤͤ͡ ͪ͊͋ͦͭ ͒ͦ͗ͤ͡· ͙͔ͨͪͣͤΎͭΈͫΎ ͙͙ͨͪ͊ͭ͟͟ 
͔͚͋ͦͨ͊ͫͤͦ͘ ͙ͪ͊ͪ͊͋ͦͭ͘͟ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎη 

ˮ͘ ́˭ 



˾͊ͪ͊͋ͦͭ͊͘͟ 

˽͍͔͔͙͔ͦ͒ͭͪ͗͒ͤ ͍͔͍͙ͫͦͦͭͭͫͭΎ ˽˻ 

˴͊͟ ͔ͯͫͭͪͦͤ͊ ͪ͊ͪ͊͋ͦͭ͊͘͟ 

Åˤͦ͒ͦͨ͊͒ ς ͤ ͔ ͣͦ͒ͤͦΚ 

Åˮ͔͙͍ͭͪ͊ͭͤ·͔ ͙ ͎͙͙͔͋͟ ͔͙͙ͣͭͦ͒͟ 

ˤ ͻͯ͒΄͔ͣ ͫͯ͡;͔͊ ς ͨ ͔ͦͫ͡ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

Åˤ͔͙͔ͤͯͭͪͤͤ ͔͍͙ͭͪ͋ͦ͊ͤΎ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ 

Ǻ͔͍͙ͪ͋ͦ͊ͤΎ ͔͎ͪͯ͡Ύ͍ͭͦͪͦ ͙ͦͭͪ͊ͫ͡ όˣ˾Σ PCI DSS) 

Ǻ͔͍͙ͪ͋ͦ͊ͤΎ ͎ͦͫΦ͔͎ͪͯ͡Ύ͍ͭͦͪͦ 

ÅΧ  ˾͊ͪ͊͋ͦͭ͊͘͟ 

˽͔ͪͦͭ͟ 
˽͔ͪͦͭ͟ 

ˣ͔ͦͨ͊ͫͤ͊͘Ύ 
ͪ͊ͪ͊͋ͦͭ͊͘͟ 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

ˣ͔ͦͨ͊ͫͤ͊͘Ύ 
ͪ͊ͪ͊͋ͦͭ͊͘͟ 



͎̊͊ оΦ ˮˣ ͔͋ͯ͒ͭ ͔͙͍ͨͪͦͭͫͭͪͦ͊ͤͦ 

ζΧ ͍ ͫͯ͡;͔͊ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͔ͨͪͦ͋ͣ͡ ͯ 
͍͔ͤ͒ͪΎ͔͎ͣͦͦ ͔͍͙ͫͪͫ͊ ͣ· ͙ͦ͋ͪ͊ͭͣͫΎ ͊͘ ͙͊ͤ͊ͦͣ͘͡ 
ͯΎ͍͙͔͚ͣͦͫͭ͘η 

˾͍͙͔ͯͦͦ͒ͭ͟͡Έ ͫͯ͗͋͡· Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ͔͍͙ͫͪͫ͊ ͍ 
͔͍ͨͪͦͣ ͔͔ͨͪͦͭ͟ 

ζΧͣ· ͻ͙ͦͭͣ ͔ͫ͒͊ͭ͡Έ ͍ͤͦ·͚ 
͔͍͙ͫͪͫΣ ͔͍ͨͪ͒ͫͭ͊͡ΎΌ΅͙͚ 
͔ͫ͒ͯ͡Ό΅͙͔ ͍͙ͦͣͦ͗ͤͦͫͭ͘ΥΧΣ 
ͤ͊ͫͦ͟͡Έͦ͟ Ήͭͦ ͔͋ͦͨ͊ͫͤͦ͘Κη 
˻ͤ ͔͗Σ ͔ͤͫͦ͟͡Έͦ͟ ͔͍ͨͪͦͭͦ͟ ͫͨͯͫͭΎ 



͍̏ͦ͡Όͼ͙Ύ ͔͔ͭͪ͋ͯͭ ͍͔͙͚ͨͦͭͦͪͤ 

Ç  ˸ ͙͙͎ͦͤͭͦͪͤ ͙ ͔͎͙͍͙͔ͪ͊ͪͦ͊ͤ 

Ç  ˽ ͍͔ͪͦͪ͊͟ ͙ ͍·ͨͯͫ͟ ͨͪͦ͒ͯͭ͊͟ 

Ç  ˾ ͊ͪ͊͋ͦͭ͊͘͟ 

Ç  ˽ ͔͙͍͙͔ͪͦͭͪͦ͊ͤ͟ 

Ç  ́ ͔͍͙ͪ͋ͦ͊ͤΎ 

Ç  ˽ ͎͍ͦ͒ͦͭͦ͊͟ ͦͣ͊ͤ͒͟· 

Ç  ʕ ͔͔͙͔ͤ͒ͪͤ ͼ͙͊͟͡ ͔͚͋ͦͨ͊ͫͤͦ͘ 
͙ͪ͊ͪ͊͋ͦͭ͘͟ 

1 



̏ͺͺ͔ͭ͟ ͦͭ ͍͔͔͙ͤ͒ͪͤΎ ͔͚͋ͦͨ͊ͫͤͦ͘ 
͙ͪ͊ͪ͊͋ͦͭ͘͟ 

Å˻ͫΎ͔͊ͣ͘·͔ ͔ͪͯ͘͡Έͭ͊ͭ·Υ ͦͭ͒͊;͊ ͦͭ ͙͍͔͙ͤͫͭͼ͙͚ 
ïˤ͍ͦͪ͊ͭ͘ ͙͍͔͙ͤͫͭͼ͙͚  
Å˽˻ ͺ͙͍ͤ͊ͤͫͦ·ͻΣ ͍͔͔ͨͦ͒ͪ͗ͤͤ·ͻ ͺͪͦ͒ͯ ͫ ͙͔ͫͭͣ ς ͍ ͦͣͦ͗ͤͦ͘ 

ï˿͙͔͙͔ͤ͗ͤ ͙ͦ͟͡;͔͍ͫͭ͊ ͙ͤͼ͙͔͍͒ͤͭͦ 
ï˻͔͙͍ͨͪ͊ͭͤͦͫͭΈ ͔͎͙͍͙ͪ͊ͪͦ͊ͤΎ ͤ͊ ͙ͤͼ͙͔͒ͤͭ· 

Åˤ͙͍͙͔ͫͭͪ͊͊ͤ ͍  ͫͯ΅͔͍ͫͭͯΌ΅͙͚ ͨͪͦͼ͔ͫͫ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 
ό͊͊͊͘͘͟ ͙ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ˽˻ύ 

Å̉͊ͫͭͦ ͙͔͔͙͔ͨͪͣͤͤ ͟ ͙͔ͣΌ΅͙ͣͫΎ ͨ ͪͦ͒ͯͭ͊ͣ͟ ͙͙͡ 
͔ͦͣͨͦͤͤͭ͊ͣ͟ 
ïˤ͊ͣ ͨͪͦ͒͊Όͭ ζ͔͊͒͘͡ ͨͦ ͔͔ͭͣηΣ ͍͚ͫͦ ͙͙͡ ;͚ͯ͗ͦ 

Åˤ͍͔ͦ͡;͔͙͔ͤ ͦͣ͊ͤ͒͟· ό͙͍ͣͦͭ͊ͼ͙Ύ ͙͙͔ͫͨͦͤͭ͡͡Ύ ͙ 
͔͎͙͙͙ͭͣ͊͘͡ͼ͙Ύ ͘ ͊ͭͪ͊ͭύ ͤ͊ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͙͙ͨͪ͊ͭ͟͟ ˮˣ 

10 



͎̊͊ пΦ ˴͊͊͟Ύ-ͭͦ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

ζ˸· ͔ͫ͋Ύ ͍͔͙͙ͨͪͦͪ͡ ς ͯ  ͤ͊ͫ ͎͔ͣͤͦͦ ͔ ͫͭΈΦ 
˽͎͙ͪͦͪ͊ͣͣͫͭ· ;ͭͦ-ͭͦ ͔ͭ͊ͦ͟ ͔͒͊͡ΌͭΦ ˹͔ ͤ͊͒ͦ 
͙ͤ;͔͎ͦ ͔ͣͤΎͭΈη 

ˤ ͍͔ͦͭͭ ͤ͊ ͔͔͙͔ͨͪ͒ͦ͗ͤ͡ ͍͙͍ͪ͊͊ͭ͘Έ ͙͙ͨͪ͊ͭ͟͟ 

˻ͭ͊͘͟ ͦͭ ͙͔͔͙͚ͣͤͤ͘ 

˿͊ͣͦͦ͋ͣ͊ͤ 

˹͔͙͙͔ͨͦͤͣ͊ͤ 



˹͔ ͭ͊͟ ͯ͗ ͙ ͫͦ͗ͤͦ͡ ͍͔͍͍ͫͦͦͭͭͫͭͦ͊ͭΈ SDL 
  

Basic Standardized 
(Activities are 

expert led) 

Advanced 
(Activities are led 

by central security 

team) 

Dynamic 
(Activities are co-

led by product 

teams and central 

security team) 

Training, Policy 

Organizational 

Capabilities 

+ Setting baseline and goals 

for SDL 

+ Executive support: Tacit 

+ Enterprise coverage: Few 

SDL pilot project 

+/- Training: Basic concepts 

+/- Basic security bug tracking 

- Executive support: Explicit 

- Enterprise coverage: New, 

high risk project 

- Training: Common baseline 

- Central security team exists 

- Executive support: SDL 

mandated and enforced 

- Enterprise coverage: All 

project with meaningful risk 

+/- Training: Custom training 

- SDL is adopted to the 

development methodology 

Requirements 

Design 

Undefined or inconsistent - Risk assessment 

+/- Threat models: Piloted to 

high-risk modules 

- Functional requirements for 

security and privacy 

- Standard security solutions 

+/- Threat models: Created 

with expert assistance 

- Threat models: 

Independently created by 

product group 

Implementation Undefined or inconsistent + Compiler defense 

- Banned functions 

- Cross-site scripting and SQL 

injection defenses 

+/- Static analysis tools - In-house, product-specific 

security tools development 

and customization 

Verification Undefined or inconsistent - File fuzzing 

- Basic Web application 

scanning 

+ Penetration testing by third 

party as appropriate 

+/- Comprehensive fuzzing 

and Web application scanning 

- Threat model validated 

- In-house development and 

customization tools to: 

  + Detect vulnerabilities 

  - Audit compliance with SDL 

Release 

Response 

Undefined or inconsistent - Final Security Review: Verify 

internal and external 

compliance 

+ Project archiving 

+ Response: Basic 

+ Response plan in place, 

incident tracking 

- Basic root-cause analysis 

  

- Real-time incident tracking 

- Advanced root-cause analysis 

and formal feedback into 

policy 



˶ͦ ͍ͯ΄͙͟ ͙͔͍ͤͫͭͪͯͣͤͭͦ ͙ ͙ͨͪ͊ͭ͟͟ άŀǎ ƛǎέ 

Åˤ·͋ͦͪ ͙͔͍ͤͫͭͪͯͣͤͭͦ ͙ ͔͍ͦͣͨͦͤͤͭͦ͟ 
ï͍̂͒ͦ͋ͫͭͦ ͔ͫͪ͒· ͙ͪ͊ͪ͊͋ͦͭ͘͟ 
ïˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͤ͊ͦͣ͘͟·ͻ ͔͍ͦͣͨͦͤͤͭͦ͟ 
ïˣͦͪΈ͋͊ ͫ ͔͍ͯͤ͊ͫ͒ͦ͊ͤͤ͡·ͣ ͦ͒ͦͣ͟ 

Åζˣ͔͔ͦͨ͊ͫͤͦ͘ ͎͙͍͙͔ͨͪͦͪ͊ͣͣͪͦ͊ͤη ҐҐ ˮˣΚ 
ï͔̂ͭ;͙͟ ͨ͊ͣΎ͙ͭΣ ͔͔͔͙͔ͨͪͨͦͤͤ͡ ͋ͯͺ͔ͪ͊Σ ͔͙ͨ͊͒ͤΎκ͍͙͙ͨͦͫ͊ͤΎ 
ïˣ͔ͦͨ͊ͫͤ͘·͔ ͦͨͼ͙͙ ͙ͦͣͨ͟͡Ύͭͦͪ͊ 

Åˮ͔ͤͫͭͪͯͣͤͭ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙ͨͪ ͔ͪ͊ͪ͊͋ͦͭ͘͟ 
ïˢ͙ͤ͊͊ͭͦͪ͘͡· ͦ͒͊͟ 
ï˥͔͔ͤͪ͊ͭͦͪ· ͎͙ͤ͊ͪͯ͘͟ ͔͋͘ ͚ͭͦͤͦ͟ ͚͙ͤ͊ͫͭͪͦ͟ 
ï˿͙͔ͫͭͣ· ͍͙͙͍͎͊ͭͦͣ͊ͭͪͦ͊ͤͤͦͦ͘ ͔͙͍͙ͭͫͭͪͦ͊ͤΎ 

Å˽͙͙ͪ͊ͭ͟͟ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
ï˸͔͔͔ͤ͒͗ͪ ͺ͙͔ͦͪͫͪͯͭΥ ͋Ό͔͒͗ͭΣ ͙ͫͪͦ͟Σ ͺͯͤ͟ͼ͙ͦͤ͊͡ 
ï͔͍̂ͤ͊ͫ͒ͦ͊ͤͤ͡·͚ ͎͒ͦ͡Υ ͋·ͦ͡ рлл ͔͔͔͙͚ͨͪ͒ͯͨͪ͗͒ͤΣ ͔͋ͯ͒ͭ рлт ς ͦ ?͟ 



˴͙ͫͭ͊ͭ ͦ ͎͍ͦͦͪΎ ς ͦ  ͎͙ͪ͊ͤͼ͊ͻ ͙͙ͨͦͤͣ͊ͤΎ  

Åζ̂Ύ͍͙ͣͦͫͭ͘Έη ς ͍ ͔ͫ ͎͍ͦͦͪΎͭΣ ͫͦͪͦ͟ ͊͘ͺ͙͙ͫͪͯ͟Όͭ ͍ ˹˽ˢ 
Å˾͙͊͘͡;ͤ·͔ Ήͭ͊ͨ· ͨͪͦΎ͍͔͙ͤ͡Ύ ͯΎ͍͙͔͚ͣͦͫͭ͘ 
ï̂Ύ͍͙͙ͣͦͫͭ͘ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ 
ï̂Ύ͍͙͙ͣͦͫͭ͘Σ ͍͙ͤͦͫͣ·͔ ͤ͊ Ή͔ͭ͊ͨ  
ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͔͍͙͚ͭͪ͋ͦ͊ͤ 

ÅCVE vs CWE - ̂ Ύ͍͙ͣͦͫͭ͘Έ vs ˿ ͊͋ͦͫͭ͡Έ 
ï˹͔ͦ͋ͻ͙ͦ͒ͣͦͫͭΈ ͎͙ͦ͡;͚ͤͦ ͚͊ͣͤͯͭͦ͘͟ ͙͔ͫͫͭͣ· 
͔͔͔͙͚ͦͨͪ͒ͤ͡ ͙ ͨͦͤΎ͙͚ͭ 

Å˴͔ͦͪͪͭͤͦͫͭ͟Έ ζ͊ͭ͊ͯ͟Ό΅͔͚η ͔͙͎͙͙ͭͪͣͤͦͦ͡ 
ïζˤ͙͙͚͊ͫ͡ ͍͖ͨͪͦ͡ ͫ ͍͔͎ͫͦͦ ͦͣͨ͟ΈΌ͔ͭͪ͊ DDoSη 
ï˽ͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͙͙ͯͫͭͪͦ͡ DDoS ͫ ͔͍͙ͪͫ͊ 
ïˤ ͍͊΄͔ͣ ˽˻ ς Ή͙ͫͨͦͭ͟͡  

 



͎̊͊ рΦ ˿͙ͭͪͦͣ  
͔͋ͦͨ͊ͫͤͯ͘Ό ͪ͊ͪ͊͋ͦͭͯ͘͟ ͨͦ ͯ;͔͙͋ͤͯ͟ 

ζ̒ ͔ͤ ;͙ͭ͊Ό ͯͪͫ͟· ͨͦ SDLη 
ˢ͔͔͚ͫ͟͡ ˶ͯ͊͟ͼ͙͚͟Σ ͔͊͒͘͟͡Έ ͨͦ ˮˣ 



̉ͭͦ ͣͦ͗ͤͦ ͨͦ;͔ͪͨͤͯͭΈ ͙͘ ͙ͨͪ͊ͭ͟͟ MSDL, CSDLΣ Χ 

Å˸ ͔ͦ͒͡Έ ͔͙ͪͦͫͭ͘͡ ͒ͦ͗ͤ͊͡ ͋·ͭΈ 

ï˽ ͦ͒ͻͦ͒Ύ΅͊Ύ Ήͭ͊ͨͤͦͫͭΈ ͍ ͔͔͙ͤ͒ͪͤΎ? 

Å˨ ͔ͦͣͤ· 

ï˸ ͦ͗ͤͦ ͙͍ͫͯͣͣͪͦ͊ͭΈ ͙ ͪ͊ͫ΄͙͙ͪͭΈ 

Å˥ ͍ͦͭͦ·͔ ͔ͣͭͦ͒·Σ ͙͔ͤͫͭͪͯͣͤͭ·Σ 
͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ 

ï˸ ͔͙͍͙͔ͦ͒ͪͦ͊ͤ͡ ͎ͯͪͦ͘Σ ͙͍ͭͪ͊ͫͫͪͦ͊͟ 
ͯΎ͍͙͔͚ͣͦͫͭ͘ ͒͡Ύ ͦͼ͔͙ͤ͟ ͯ΅͔ͪ͋͊ 

 



˿͔͎͙ͭͪ͊ͭΎ ͍͔͔͙ͤ͒ͪͤΎ  
͔͚͋ͦͨ͊ͫͤͦ͘ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

 

 

17 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

˽ͪͦ͒ͯͭ͟ 

͍̂ͫͭ͊ͤͦ͊͟ 

̂ͫͭ͊
͍ͤͦ͟

 ͊

! 



˿͔͎͙ͭͪ͊ͭΎ ͍͔͔͙ͤ͒ͪͤΎ  
͔͚͋ͦͨ͊ͫͤͦ͘ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

 

 

18 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

˽͔ͪͦͭ͟ 

˽ͪͦ͒ͯͭ͟ 

͍̂ͫͭ͊ͤͦ͊͟ 

̂ͫͭ͊
͍ͤͦ͟

 ͊



˽͙͔ͪͣͪ ͎ͦ͒ͤͦͦ ͊ ͙ͤ͊͊͘͡ 
Å˽͍ͪͦ͒ͯͭͦ͟·͚ ͔͔͔ͣͤ͒͗ͣͤͭ 
ïˮ͔͙͍ͤͭͤͫͤͦͫͭΈ ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

Åˣ͙͔ͤͫ͘Υ ͋͊͊͘ ͍͔͔͙͚ͤ͒ͪͤΣ 
͔͔͙͍ͨͪͫͨͭ͟· ͨͪͦ͒͊͗ 

Å˾͊ͪ͊͋ͦͭ͊͘͟Υ 
͔ͭͻ͎͙ͤͦͦ͡;͔͙͔ͫ͟ ͔ͭͪͤ͒·Σ 
͔ͭͻΦ͎͒ͦ͡ ͙  ͊ͪͻ͙͔ͭͭͯͪ͊͟ 

Å͍̂ͫͭ͊ͤͦ͊͟ ͙ 
͍͔͙͔ͫͦͨͪͦͦ͗͒ͤ 
ïζˢ͎͔͙͍ͪͫͫͤͦͫͭΈ ͔ͫͪ͒·η 

ïˮͤͼ͙͔͒ͤͭ· 

 



͎̊͊ сΦ ˩͙ͫ͡ ͔ͪ΄͊ͭΈ - ͭ ͦ ͍͔ͫ ͔ͨͪͦ͋ͣ͡· 

ζ˩͙ͫ͡ ͔ͤ͡Έ͘Ύ ͨͦͤͦͫͭ͡ΈΌ ͎͙͍͊ͪ͊ͤͭͪͦ͊ͭΈ 
͍͔͙͔͒ͦͪ ͤ͊;͙ͤ͊Ύ ͦͭ ͚͊ͨͨ͊ͪ͊ͭͤͦ ͋͊͘·Σ Χ - ͭ ͦ 
͔ͤͭ ͫͣ·ͫ͊͡ ͍ͦͦ͋΅͔ ͙͊ͤͣ͊ͭ͘ΈͫΎ ͍͙ͦͨͪͦͫ͊ͣ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘η 

ˢ͙ͤ͊͘͡  
 



˾͔΄͙ͭΈ ͔ͨͪͦ͋ͣͯ͡ ͔ͤ͡Έ͘Ύ ͙ͨͪͤΎͭΈ ͙͙ͪͫ͟ 

Åζ˴ ͍ͪͯͨͤͦͯͦ͊͘͡Ύη ͫ͋ͦͪ͊͟ 
ï̅ ͔͚͍͙ͪͣͦͪ͟ ͙ ͙͙͔͙͋͋ͦͭ͟͡ 

Åˮ ͔ͤͫͭͪͯͣͤͭ· ͪ͊ͪ͊͋ͦͭ͘;͙͊͟ 
ïˮ ͔ͤͫͭͪͯͣͤͭ· ͔͙͍͙ͨͪͦͭͪͦ͊ͤ͟Ύ 

ïˮ ͔ͤͫͭͪͯͣͤͭ· ͙ͪ͊ͪ͊͋ͦͭ͘͟ 

ïˮ ͔ͤͫͭͪͯͣͤͭ· ͻ͔͙ͪ͊ͤͤΎ ͙ ͙ͫ͋ͦͪ͟ 

Åˮ ͤͺͪ͊ͫͭͪͯͭͯͪ͊͟ ˽˻ 
ï˸ ͎͙͊͊ͤ͘· ͙ͣͦ͋͡Έͤ·ͻ  
͙͔͙͚ͨͪͦ͗ͤ͡ ͙ ͻ͔͙ͪ͊ͤͤΎ ͒͊ͤͤ·ͻ 


